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Six Security Goals

 Confidentiality: Only the receiver or user is able to understand the contents of 

the message.                  

 Authentication: The identity of the individuals involved can be confirmed.                  

 Accountability and non-repudiation: Simply an adjunct to authentication.                 

 Integrity: The assurance that the information has not been altered by elements 

along the communication path.                  

 Access control: A security measure that permits access to the various resources 

by the user or process.                  

 Availability: The required services must be accessible and available to those 

users and processes that are permitted to use the information infrastructure.

Source: J. David Irwin; Chwan-Hwa Wu "Introduction to Computer Networks and Cybersecurity", CRC Press, 2016, Chapter 17



Confidentiality - Encryption

 Encryption: Converting plain text to cipher text using mathematical formula

Source: https://www.gatevidyalay.com/cryptography-symmetric-key-cryptography/



Confidentiality - Encryption

 Symmetric Key Cryptography: Same key is used for encryption and decryption

Source: https://www.gatevidyalay.com/cryptography-symmetric-key-cryptography/



Confidentiality - Encryption

 Asymmetric Key Cryptography: Different keys are used for encryption and decryption

Source: https://www.gatevidyalay.com/public-key-cryptography-rsa-algorithm/



Homomorphic Encryption

 P1=5; P2=10

 EP1=50 EP2=100

 EResult1=50+100=150;

Eresult2=50*100=5000

 DResult1=15; 

DResult2=50





Authentication

Passwords

 Two-factor authentication

Keystroke Dynamics



Integrity – Digital Signature

Source: https://www.youtube.com/watch?v=UbMlPIgzTxc



Deception – Basic Idea

 Deception is a technique where hackers methods will be used as 

security mechanism i.e., phishing the phishers.

 Deception is military tactic used by both attackers and defenders.

Source: https://www.helpnetsecurity.com/2018/12/06/introduction-deception-technology/

https://www.helpnetsecurity.com/2018/12/06/introduction-deception-technology/


Deception – Types
There are two types of Deception Technology described below.

 Active Deception: Active Deception will provide inaccurate information intentionally to 

the subjects (intruders or hackers) to fall for the trap.

 Passive Deception: Passive Deception will provide incomplete information, other half of 

information. Intruders will try to gain all the information and the fall for the trap.

Source: https://www.geeksforgeeks.org/deception-technology/

They can also be classified as 

 Client side deception – used by hackers

 Server side deception – used by security providers

Better Deception = Active Deception + Passive Deception

https://www.geeksforgeeks.org/deception-technology/


Deception – Evolution - Advantages

 HoneyPots (1998)  HoneyNets(2000)  HoneyToken (2003) 

HoneyPot 2.0 (2012) Deception Technology (2016)

 Advantages

 Increased accuracy

Minimal investment

 Future ready (applicable to new technology)



System Design

Fig. 1: Three tier architecture of the proposed system 

Some valid inputs:

Email-id

Mobile number

Alphanumeric word

Some malicious inputs:

‘1 or 1=1

user’  or ‘a’=‘a

%00

Some invalid inputs:

Very large input string

String with special characters

String formed from different character set



Snapshots



Snapshots (initial output)



Snapshots (valid input scenario)



Snapshots (malicious input scenario)



Snapshots (fake login scenario)



Academic Opportunities

 Course Name: M.Tech. Information Security (CSE-IS)

 College/University: NITK, Surathkal

 Mode: Full Time, Regular 

 Course Duration: 2 years

 Course Structure:  Theory Courses + Lab + Project Work

 For more information: https://cse.nitk.ac.in/programmes

https://cse.nitk.ac.in/programmes


Academic Opportunities

 Course Name: Post Graduate Diploma in Cyber Law and Cyber 

Forensics(PGDCLCF)

 College/University: National Law School of India University (NLSIU), 

Bangalore

 Mode: Distance Learning

 Course Duration: 1 year

 Course Structure: 4 Theory Courses + Dissertation

 For more information: http://ded.nls.ac.in

http://ded.nls.ac.in/


Academic Opportunities

 Course Name: Master of Cyber Law and Information Security (MCLIS)

 College/University: National Law Institute University (NLIU), Bhopal

 Mode: Full Time, Regular

 Course Duration: 2 years

 Course Structure:  Theory Courses + Dissertation + Internship

 For more information: https://www.nliu.ac.in/academics-courses/master-of-

cyber-law-information-security/

https://www.nliu.ac.in/academics-courses/master-of-cyber-law-information-security/


Academic Opportunities

 Course Name: Ph.D. (Cyber Law and Information Security)

 College/University: National Law Institute University (NLIU), Bhopal

 Mode: Full Time and Part Time

 Course Duration : 2 years (as per website)

 Admission Procedure: Written Test + Interview

 For more information: https://www.nliu.ac.in/academics-courses/ph-d/

https://www.nliu.ac.in/academics-courses/ph-d/


Academic Opportunities

 Course Name: Post Graduate Diploma in Cyber Law (PGDCL)

 College/University: NALSAR University of Law, Hyderabad

 Mode: Distance Learning

 Course Duration: 1 year

 Course Structure: 4 Theory Courses

 For more information: http://nalsarpro.org/Courses/ONE-YEAR-Post-

Graduate-Diploma/Cyber-Laws/About-the-Course

http://nalsarpro.org/Courses/ONE-YEAR-Post-Graduate-Diploma/Cyber-Laws/About-the-Course


Academic Opportunities

 Course Name: M.Tech. in Cyber Forensics and Information Security (SFC)

 College/University: Few Colleges under VTU, Belagavi

 Mode: Full Time

 Course Duration: 2 years

 Course Structure: Course Work + Lab + Seminar+ Internship + Project Work

 For more information: https://vtu.ac.in/wp-content/uploads/2020/03/sfc.pdf

https://vtu.ac.in/wp-content/uploads/2020/03/sfc.pdf


Academic Opportunities

 Some Institutes offer Honors program, and Minors program in Cyber Security

 You are a student (UG/PG), but no formal course at your institute on Cyber 

Security : Find Professors who are working on Cyber Security

 If you are professional : Join meetup groups/professional chapters in your city.

 Collaborate with people who have similar interests



Starting your own community

 The Open Web Application Security Project (OWASP) –https://owasp.org/

 International Body (177 Groups world wide)

 Chapters + Projects

 Null Chapters - https://null.co.in/

 Largest Open Security Community in India (14 chapters)

https://owasp.org/
https://null.co.in/
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