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Six Security Goals

o Confidentiality: Only the receiver or user is able to understand the contents of
the message.

O Avuthentication: The identity of the individuals involved can be confirmed.
Accountability and non-repudiation: Simply an adjunct to authentication.

Integrity: The assurance that the information has not been altered by elements
along the communication path.

O Access control: A security measure that permits access to the various resources
by the user or process.

O Availability: The required services must be accessible and available to those
users and processes that are permitted to use the information infrastructure.

Source: J. David Irwin; Chwan-Hwa Wu "Introduction to Computer Networks and Cybersecurity”, CRC Press, 2016, Chapter 17



Confidentiality - Encryption

O Encryption: Converting plain text to cipher text using mathematical formula

Cryptography Techniques

|
! !

Symmetric Key Cryptography Asymmetric Key Cryptography

Plain Text Encryption Cipher Text Decryption Plain Text
ﬁ Module ﬁ Module o '

Sender Receiver

Cryptography

Source: https://www.gatevidyalay.com/cryptography-symmetric-key-cryptography/



Confidentiality - Encryption

O Symmetric Key Cryptography: Same key is used for encryption and decryption

-
Secret key
Q @
U

B Encyption A@S$%# Decryption B—
______ 30/0A$@! —_——————
L C 1@$%j* T C
Plain Text Cipher Text Plain Text
(Sender) (Receiver)

Symmetric Key Cryptography

Source: https://www.gatevidyalay.com/cryptography-symmetric-key-cryptography/



Confidentiality - Encryption

1
o Asymmetric Key Cryptography: Different keys are used for encryption and decryption
C_J
Encyption Decyption

—----- (Using receiver's public key) A@S%J# (Using receiver's private key) —-----
______ 30;0ﬁ$@! —_——————
o l@$%j* I
Plain Text Cipher Text Plain Text
(Sender) (Receiver)

Asymmetric Key Cryptography

Source: https://www.gatevidyalay.com/public-key-cryptography-rsa-algorithm/



Homomorphic Encryption
.,

Plain Text P1

Plain Text P2

Encrypt

Encrypted Text EP1

Encrypted Text EP2

Addition/Multiplication
EResult=EP1+EP2
EResult=EP1*EP2

Decrypt

Decrypted Result DResult

DResult = P1+P2
DResult=P1*P2

0 P1=5; P2=10
1 EP1=50 EP2=100

0 EResult1=50+100=150;
Eresult2=50*100=5000

0 DResult1=15;
DResult2=50
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First 1ist of random numbers
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second List of random numbers
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8.4Z153787E129
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Encryption of Flrst 1ist of Random nurbers
[2Bz2Ta49]

Encryption of Second 1ist of Random Mumbers
[1774855]

pecryption of First 1ist of Randon Mumbers
[22]

Decryption of Second 1ist of Random Mumbers
[&87]

Product of Tws Encrypted Lists
[[3559220760085] |

Product of Twe Decrypted Lists
[[1914]]

Decryption of Product of Encrypted Lists

[194L]

Moy 2 019 &

gagendra@gajendra-HP-Laptog- 15-dalon: -/ Deskbogp scipy 2008/ 5cipy

% pythonZ rsakar.py




Authentication
]

. s = O X
;-- Have | Been Pwned: Check if you X +

&< C @ haveibeenpwned.com o ¥ @ B = e :

B Apps B Maps @ News @B YouTube M Gmail [B] SciPy 2019 Financia.. [B SIH2019 Hardware...

1 Passwords

0 Two-factor authentication

O Keystroke Dynamics :--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address

@ Generate secure, unique passwords for every account

Learn more at 1Password.com




Integrity — Digital Signature

3

Confidential Memo @ Digest Digital sgnoture
Layofts of the Lokeview | em— — 938274653 ) ey 3867438weQ
store wil begin... @ [7)0x872...
Asymmetric Confidential Memo
Bob(sender) Plantext Hash Algorithm Cryptographic vl ok e olwins
I Algorithm store wil begin...
-~

Plantext

!

Plontext

Confidential Memo

Digest

93827653
93827453

— O30
@@

o Asymmetric
Yy I
: Hash Algorithm Cryptographic
Alice(receiver) -
Algorithm
Digest match? I

Source: https://www.youtube.com/watch?v=UbMIPIlgzTxc




Deception — Basic Idea
]

O Deception is a technique where hackers methods will be used as
security mechanism i.e., phishing the phishers.

O Deception is military tactic used by both attackers and defenders.

Benign Authorized Normal Access
User o Real
System
Common
Interface
3 . Redirected Access
Malicious < =~ | | | Deceptive
User System

Source: https:/ /www.helpnetsecurity.com /2018 /12 /06 /introduction-deception-technology /


https://www.helpnetsecurity.com/2018/12/06/introduction-deception-technology/

Deception — Types
I
There are two types of Deception Technology described below.

0 Active Deception: Active Deception will provide inaccurate information intentionally to
the subjects (intruders or hackers) to fall for the trap.

0 Passive Deception: Passive Deception will provide incomplete information, other half of
information. Intruders will try to gain all the information and the fall for the trap.

Source: https: //www.geeksforgeeks.org /deception-technology/

They can also be classified as
0 Client side deception — used by hackers

0 Server side deception — used by security providers

Better Deception = Active Deception + Passive Deception


https://www.geeksforgeeks.org/deception-technology/

Deception — Evolution - Advantages
.,

00 HoneyPots (1998) = HoneyNets(2000) > HoneyToken (2003) =2
HoneyPot 2.0 (2012) > Deception Technology (2016)

O Advantages
® Increased accuracy
® Minimal investment

® Future ready (applicable to new technology)



System Design

Business fier Data fier
Presentation tier Web S Real XML
. . - =1 emrver - ed
. HTTP Request ‘
Some valid inputs: Web browser eque . Document
Email-id
. ‘ AuthenticationWs —
Alphanumeric word Username | | '
Password I:l Reczurrent Naeural Netwerk

. . . . | Submit | B False XML
Some malicious inputs: LSTM Network N Document
"I —

or 1=1 ' _’-...___..-""'"'_
user’ or ‘a’=‘a
%00
Some invalid inputs:
Very large input string | Suspicious
String with special characters : s Custom Error
Invalid MESSHQE‘S

String formed from different character set >

Fig. 1: Three tier architecture of the proposed system



B data.xml - K\Write (=) (=] [£3)

Sn q ShO'I'S File Edit View Tools Settings Help
@ New open [ save |2l save as Close »
L
v <xmlfile>
fakedata.xml"- KWrite © <users>
B - - v =Uuser=
File Edit Vi Tools Sett Hel . .
fle Edt Yiew Jools aettings nelp <name first="Jeff" last="Smiley"/=>
LQ New %Open I save HSave As | € cClose Undo = <id>1l</id>
© oalfiles — <username=]smiley</username=
=] <userss <password>]smiley</password>
v <user> <phone>123-456- 7890</phone>
<name first="Jeff" last="Smiley"/=> </user=
<id>l</id>f e smiley</ k‘ v <luser=
<username=Take]smlley</username=> 3 —n (] = n
<password>fakejsmiley</password> ‘I:IZ.E f:.l'ESt Chunk" last="MacRunfast"/>
<phone>fake 123- 456- 7890</phone> <id>2</id>
</user> <username>cmac runfast</username>
v <user> <password=speedsupto3</passwords=
<I:I:l; j:_'L;st:"Chunk" last="MacRunfast" /> <phone>603-478-4115</phone>
<id=2</id>
<username>fakecmac runfast</username> — :'Iuse:}
<password=fakespeedsupto3</password=> user ) - " " "
<phone>fake603-478-4115</phone> <name Tirst="Mitch" last="Hedberg"/=>
</user=> <id=3</1id>
v <user> _ _ <username>mitch</username=>
::'_‘_::;jigit: Mitch® last="Hedberg"/> <password>@l1together</passwords>
<username>fakemitch</username> <phone>222-222-2227</phone>
<password>fake@l1togethe r</password> </user>
<phone>Take222-222-2222</phone> </users>
</user= W =5S5Ns>
</users= v =55N>
:‘55"5’ ssns <username>jsmiley</username>
<username>fakejsmiley</username> <nuwber>111-22-3333</number>
<number>fakelll-22-3333</number> </s5Nn>
</ssn> v <s55n=
v <ssn> . faste/ <username=cmac runfast</username=
<username>fakecmac runfast</username> A
<number>fake123-45-6789</number> <number>123-45-6789</nunber>
</ssn> </ssn>
v <ssn> v <55n=>
£-1 Pdcde o 4 S ) 3
Line: 1 Col: 1 INS LINE XML fakedata.xml Line: 47 Col: 1 INS LINE XML data.xml




Snapshots (initial output)

Implementation of Prevention of XPath Injection Attack using PyBRAIN

1
Machine Learning Library

Login Form Neural Network Output | Click to view the output | Analysis of Results [ Analysis of Results |

UserName | \

Password | |

[ submit || Reset |

General Architecture of the System Attack Information | View Log |

Business tier Data tier

Presentation tier Web Se! Real XML
rersre— HTIP Request 80 S0rver ‘ o
w Servi
i Document
AvuthenticationWs
Login form HTTP Response
Usemame [ |
Password [ | Rocurrent Neursl Network |
False XML
[ Swbmt ] LSTM Network Document
@ Valid
Suspicious
Custom Error

Invalid Messages




Snapshots (valid input scenario

Implementation of Prevention of XPath Injection Attack using PyBRAIN

Machine Learning Library

Login Form Neural Network Output | Click to view the output | Analysis of Results | Analysis of Results |
UserName [mit[h ] epoch 0 total error 0.21833 gug weight 0.99168 [+]] |Login Attempt: 4 [~]
epoch 1 total error 0.19241  gyg weight 0.99171 L
Password [........... ] epoch 2 total error 0.13013  gug weight 0.99189 ||| |Result of Neural Network 1 (I/P: Error Code; 0/P: Class)
— epoch 3 total error 0.15396 gug weight 0.99243 {'Number of training patterns: ', 3)
\ Submit || Reset | epoch 4 total error 0.20026  gyg weight 0.99314 ('Input and output dimensions: ', 2, 3 L
epoch 5 total error 0.21473  gug weight 6.99399 ('train error: 08.00%', ', test error: 0.00%') r
. epoch 6 total error 0.2222  gug weight ©.99529
10gln successful epoch 7 total error 0.22216  gug weight 0.99623 Result of Neural Network 2 (I/P: Login attempt; 0/P: Class)
epoch 8 total error 0.22222 gyg weight 0.998 ('Number of training patterns: ', 4)
epoch 9 total error 0.22222  gyg weight 1.0001 | [{'Input and output dimensions: ', 2, 2) -
epoch 10 total error 0.22222  gug weight 1.0029 v |('train error: @.00%', ', test error: 0.00%') L~
General Architecture of the System Attack Information | View Log |
Remote Port: 59968 (]
x ’ i Remote Address: 127.0.8.1 [
B # Data tier E
Presentation fier e = Request Method GET
HTTP Request Web Server Real XML Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16@)
Web browser 3 Document Gecko/20101005 Fedora/3.6.10-1.fcl4 Firefox/3.6.10
i St Query String: txtName=users27%200r%20%27a%27=%27a&txtPasswd=user
| AuthenticationWs %27%200r%520%272%27=%527a
HTTP Response Server Time: Tue May 28 16:42:11 2013
Usernome D
Pawword [ ] s Masral Maivord Remote Port: 58141
False XML Remote Address: 127.0.0.1
LSTM Network Document Request Method GET
Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.10)
Gecko/20101005 Fedora/3.6.108-1.fcl4 Firgfox/3.6.10
Query string: fxiName=&ixiPasswid=
Valid Server Time: Tue May 28 16:49:58 2013
Remote Port: 59795
Suspicious Remote Address: 127.0.8.1
Custom Error Request Method GET
Invelid Messages Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)
Gecko/20101005 Fedora/3.6.10-1.fcl4 Firefox/3.6.10 L
Query String: fxiName=user%27%200r%20%27a%27=%27a&fx1Passwd=user [~




Snapshots (malicious input scenario

Implementation of Prevention of XPath Injection Attack using PyBRAIN

Machine Learning Library

Login Form Neural Network Output [ Click to view the output | Analysis of Results | Analysis of Results |
UserName [user‘ or'a'="a ] epoch 0 total error 0.21833  gug weight 0.99168 Login Attempt: 4
epoch 1 total error 0.19241 gug weight 0.99171 B
Password [...............] epoch 2 total error 0.13013  gvg weight 0.99189 Result of Neural Network 1 (I/P: Error Code; 0/P: Class)
e — epoch 3 total error 0.15396  gug weight 0.99243 ('Number of training patterns: ', 3)
\ Submit || Reset | epoch 4 total error 0.20026 gug weight 0.99314 ('Input and output dimensions: ', 2, 3) L
S — — epoch 5 total error 0.21473  gyg weight 0.99399 ('train error: 0.00%', ', test error: 0.00%') T
fakeismilev fakeismile ~| ||epoch 6 total error 0.2222  gyg weight 6.99529
fak J123~4§6 7850 yZ epoch 7 total error 0.22216  gyg weight 0.99623 Result of Neural Network 2 (I/P: Login attempt; 0/P: Class)
ake - user H epoch 8 total error 0.22222  gug weight 0.998 ('Number of training patterns: ', 4)
fakecmacrunfast epoch 9 total error 0.22222  gyq weight 1.008081 ('Input and output dimensions: ', 2, 2)
fakespeedsupto3 epoch 19 total error 0.22222  gug weight 1.0029 ('train error: 0.00%', ', test error: 0.00%')
General Architecture of the System Attack Information | View Log |
Remote Port: 59968
Business fier Data fier Remote Address: 127.0.08.1 =

Request Method GET
Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)

Presentation tier
Real XML

Web Server

Web browser HTTF Request Document Gecko/20101005 Fedora/3.6.10-1.fcl4 Firefox/3.6.10
e Sarvien Query String: fxiName=useri27%200r%20%27a%27=527a6txtPassyg=user
| AuthenticationWs %27%200r%20%272%27=%27a
Login form HTTP Response Server Time: Tue May 28 16:42:11 2013
Usernome D
Pawword [ ] s Masral Matword Remote Port: 58141
False XML Remote Address: 127.0.0.1
LSTM Network Document Request Method GET
Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)
Gecko/20101005 Fedora/3.6.10-1.fc14 Firefox/3.6.10
Query String: fxIName=SixiPasswi=
Valid Server Time: Tue May 28 16:49:58 2013

Remote Port: 59795

Suspicious Remote Address: 127.0.0.1
Custom Error Request Method GET
Invelid Messages Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.10)

Gecko/20101005 Fedora/3.6.10-1.fcl4 Firefox/3.6.10
Query String: fxiName=user%27%200r%20%27a%27=%27a&fx1Passwd=user




Snapshots (fake login scenario)
1

Implementation of Prevention of XPath Injection Attack using PyBRAIN

Machine Learning Library

Login Form Neural Network Output | Click to view the output | Analysis of Results | Analysis of Results |
UserName [fakejsmiley ] epoch 0 total error 0.21833  gug weight 0.99168 [+]] |Login Attempt: 4 [~]
epoch 1 total error 0.19241 gug weight 0.99171 1
Password [........... ] epoch 2 total error 0.13013  gyg weight 0.99189 || |Result of MNeural Network 1 (I/P: Error Code; 0/P: Class)
e — epoch 3 total error 0.15396  gug weight 0.99243 ('Number of training patterns: ', 3)
\ Submit || Reset | epoch 4 total error 0.20026 gug weight 0.99314 ("Input and output dimensions: ', 2, 3) L
_ _ _ epoch 5 total error 0.21473  gyg weight 0.99399 ('train error: 0.00%', ', test error: 0.00%') T
. epoch 6 total error 0.2222 gug weight 6.99529
fake 109’11’1 successful epoch 7 total error 0.22216  gyg weight 0.99623 Result of Neural Network 2 (I/P: Login attempt; 0/P: Class)
epoch 8 total error 0.22222  gug weight 0.998 ('Number of training patterns: ', 4)
epoch 9 total error 0.22222 gyg weight 1.0001 | [{'Input and output dimensions: ', 2, 2) L
epoch 10 total error 0.22222 gyg weight 1.0029 l»J |('train error: ©.00%', ', test error: 0.00%') L~
General Architecture of the System Attack Information
Remote Port: 59968 (]
g : " Remote Address: 127.0.0.1 L
B 1 Data ties 3
Presentation fier ——— = Request Method GET
HTTP Request Web Server Real XML Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)
Web browser a Document Gecko/20101005 Fedora/3.6.10-1.fc14 Firefox/3.6.10
e Sarvien Query String: fxiName=useri27%200r%20%27a%27=527a6txtPassyg=user
AuthenticationWs %27%200r%20%273%27-%27a
HTTP Response Server Time: Tue May 28 16:42:11 2013
Usernome :I
—_ s o False XML | Eemte :ggt: Salﬁ? 0.0.1
alse XM emote ress: 0.0,
B LSTM Network Document Request Method GET
Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)
Gecko/20101005 Fedora/3.6.10-1.fcld Eirgfox/3.6.10
Query String: fxIName=SixiPasswi=
Valid Server Time: Tue May 28 16:49:58 2013
Remote Port: 59795
Suspicious Remote Address: 127.0.0.1
Custom Error Request Method GET
Invelid Messages Web Browser: Mozilla/5.0 (X11; U; Linux 1686; en-US; ry:1.9.2.16)
Gecko/20101005 Fedora/3.6.10-1.fcl4 Firefox/3.6.10 L
Query String: fxiName=user%27%200r%20%27a%27=%27a&fx1Passwd=user [~




Academic Opportunities
1

Course Name: M.Tech. Information Security (CSE-IS)
College /University: NITK, Surathkal

Mode: Full Time, Regular

Course Duration: 2 years

Course Structure: Theory Courses + Lab + Project Work

For more information: https: //cse.nitk.ac.in/programmes



https://cse.nitk.ac.in/programmes

Academic Opportunities
1

O Course Name: Post Graduate Diploma in Cyber Law and Cyber
Forensics(PGDCLCF)

College /University: National Law School of India University (NLSIU),
Bangalore

Mode: Distance Learning
Course Duration: 1 year

Course Structure: 4 Theory Courses + Dissertation

For more information: http://ded.nls.ac.in



http://ded.nls.ac.in/

Academic Opportunities

Course Name: Master of Cyber Law and Information Security (MCLIS)
College /University: National Law Institute University (NLIU), Bhopal
Mode: Full Time, Regular

Course Duration: 2 years

Course Structure: Theory Courses + Dissertation + Internship

For more information: https://www.nliv.ac.in/academics-courses/master-of-
cyber-law-information-security /



https://www.nliu.ac.in/academics-courses/master-of-cyber-law-information-security/

Academic Opportunities

Course Name: Ph.D. (Cyber Law and Information Security)

College /University: National Law Institute University (NLIU), Bhopal
Mode: Full Time and Part Time

Course Duration : 2 years (as per website)

Admission Procedure: Written Test + Interview

For more information: https: //www.nliv.ac.in/academics-courses/ph-d/



https://www.nliu.ac.in/academics-courses/ph-d/

Academic Opportunities
1

Course Name: Post Graduate Diploma in Cyber Law (PGDCL)
College /University: NALSAR University of Law, Hyderabad
Mode: Distance Learning

Course Duration: 1 year

Course Structure: 4 Theory Courses

For more information: http://nalsarpro.org/Courses /ONE-YEAR-Post-
Graduate-Diploma/Cyber-Laws/About-the-Course



http://nalsarpro.org/Courses/ONE-YEAR-Post-Graduate-Diploma/Cyber-Laws/About-the-Course

Academic Opportunities
1

Course Name: M.Tech. in Cyber Forensics and Information Security (SFC)
College /University: Few Colleges under VTU, Belagavi

Mode: Full Time

Course Duration: 2 years

Course Structure: Course Work + Lab + Seminar+ Internship + Project Work

For more information: https: //viv.ac.in/wp-content /uploads /2020 /03 /stc.pdf



https://vtu.ac.in/wp-content/uploads/2020/03/sfc.pdf

Academic Opportunities

O Some Institutes offer Honors program, and Minors program in Cyber Security

O You are a student (UG/PG), but no formal course at your institute on Cyber
Security : Find Professors who are working on Cyber Security

If you are professional : Join meetup groups/professional chapters in your city.

Collaborate with people who have similar interests



Starting your own community
I

0 The Open Web Application Security Project (OWASP) —https://owasp.org/
m International Body (177 Groups world wide)

m  Chapters + Projects

0 Null Chapters - https://null.co.in/

m Largest Open Security Community in India (14 chapters)


https://owasp.org/
https://null.co.in/

Thank You



Widescreen Test Pattern (16:9)

Aspect Ratio Test

(Should appear
circular)

A

4x3

\ 4

16x9




